OCTOPOXXHO,

MOLUEHHUKM!

Byabre 6anTenbHbl!

«OCTOPOKHO, MOIIICHHUKH | »

B ycinoBusx pasButus 1U(pPOBOl  SKOHOMUKH,
AIEKTPOHHBIX TIJTATEKHBIX CUCTEM IIEPCOHAIBHBIX
AJIEKTPOHHBIX YCTPOWCTB W VHTEpHETA CTPEMUTEIBHO
BO3POCIIO KOJIMYECTBO COBEPIIEHHBIX C UX HCIOJIb30BAaHUEM
MPECTYIUICHUHU.

CoBepllIeHHI0 JAaHHOW KaTeropud MPEeCTYIJICHUM
CHOCOOCTBYIOT JIOBEPUMBOCTh TpaKJaH, HEJOCTATOYHAs HUX
OCBEJIOMJICHHOCTb U  NPEHEOPEKUTEIHbHOE  OTHOIICHUE
K 3JIEMEHTapHBIM IIPaBHJIaM O€30MaCHOCTH.

Jns npenynpexaeHus MpOTUBOIPABHBIX AEHCTBUM 1O
NUCTAaHIIMOHHOMY XMIIEHUIO JEHEKHBIX CPEICTB BaXHO
3alIOMHUTH CIEAYIOLIEE.

Cotpynnuku 0aHka no tenedoHy UM B 3JIEKTPOHHOM
MACbME HE 3alPaIlNBaOT:

® TIEPCOHAJIbHBIE CBEICHUS (CepUst 1 HOMEP MaCIopTa,
aZpec perucTpanuu, uMs U QamMuiaus Biajebla
KapThl);

e pekBu3uThl, cpok aekctusa, [IMH- u CVV-koawl
OaHKOBCKHUX KapT;

o maponmu wim koabl w3 CMC-cooOmieHuit  mis
MOATBEP)KIACHUST (UHAHCOBBIX OIEparuil Wik uX
OTMEHEI;

e JIOTMH W TIapoJib JJis1 BXOJa B JIMYHBIA KaOMHET
KJIMEeHTa OaHKa.

CotpynHuku 0aHKa Tak)Xe HE IpeIiararoT:

® YCTAaHOBHUTH MPOTrPAMMBI YAAICHHOTO JOCTyna (Wiu
WHBIC CTOPOHHHE TIPUJIOKCHUS) HAa MOOWMIIbHOE
YCTPONCTBO M Pa3pelInuTh MOIKIIOYCHHE K HUM IO
MPEIIOTOM TEXHUYECKON TMOICPKKH (HATpUMep,
yIaJICHUE BUPYCOB);

e rmepeiitu o ccblike n3 CMC-coo01ieHus;

e BKJIIOYMTH Iepeajapecanuio Ha TenedoHe KIMEHTa
JUIS. COBEPIICHHUS] B JaJIbHEHIIIEM 3BOHKA OT €ro
MMEHH B OaHK;

® 0] UX PYKOBOACTBOM II€PEBECTH TSI COXPAHHOCTH
JICHS)KHBIC CpEJCTBA Ha «3allUIIEHHBIC» WIIU
«0e30macHbIe» CUeTa;

e 3aiiTM B OHJIAliH-KaOuHeT 1O ccouike n3 CMC-
COOOIIEHUSI HITH JICKTPOHHOTO TTUChMA.

bank MoXeT HWHUIIMHPOBATH OOINCHHE C KIHCHTOM

TOJIBKO JIII KOHCYJBTAIIUH TI0 TPEIOCTABISICMBIM YCITyTaM.
[Ipu 5TOM 3BOHKHM COBEpIIAIOTCS C HOMEPOB, YKa3aHHBIX Ha
000OpOTHOHM CTOpOHE KapThl, Ha OQUIMATLHBIX calTaXx u
0aHKOBCKHMX JOKyMeHTaX. MIHbIe HOMEpa He UMEIOT HUKAKOTO
OTHOUIEHUS K OaHKY.



Yrobbl HE CTarb  JKEPTBOM  JUCTAHIIMOHHOTO
MOIIICHHUYECTBa cienyeT UCIIOJIb30BATh TOJIBKO
oduIMaIbHbIe KaHAJIbI CBS3U:

e (Qopmbl 00paTHOM CBsI3M Ha caiiTe OaHKa W B

MOOMJIBHOM MPUJIOKEHUH;

e TenedOHBI TOPSYHNX JIMHUM;

e TIpymnmbl WIM 4YaT-00ThI B MecCeHpKepax (eciu
TaKOBbIE UMEIOTCH).

BaxxHO mNOMHHUTH, YTO MOOWJIBHBIE MPUIOKEHUS
OAaHKOB clieyeT CKauMBaTh uepe3 O(PHUIMAIbHbIE Mara3uHbI
(App Store, Google Play u T.11.).

HeoOxoaumMo yuyuThIBaTh, YTO JE€p)KaTelb KapThl
00s13aH CaMOCTOATENbHO 00eCcneunuTh KOH(QUIACHIIMAIBHOCTD
€€ PEKBH3UTOB U B ATON CBS3M U30€rarTh:

® TOJKIIOYEHHS K o0menocTynHbiM ceTsim Wi-Fi;

e wucnons3oBanusa [IMH- wmm CVV-komoB mipu 3akase
TOBapoOB U YCIyr uepe3 ceTb «MHTepHEeT», a Takke
no tenedony (paxcy);

e COOOIlEHUSI HA3BaHHBIX KOJOB TPETHUM JMLAM (B
MIPOTUBHOM ciyvae JT00bIe orieparuu,
COBEpIIICHHBIE C WX HCIOJH30BaHUEM, CUUTAIOTCS
BBITIOTHEHHBIMU CaMUM JIep)KaTeleM KapThl M He
MOTYT OBITh OLIPOTECTOBAHBI).

[Ipy  wucnonap3oBaHMM  OAaHKOMAToOB  OTJABalTe
MPEINOYTEHUE TEeM, KOTOPhIE YCTAaHOBJICHBI B 3aIIUIIEHHBIX
MecTax (Hampumep, B TOCYYPEKIEHUsAX, oducax OaHKOB,
KPYIHBIX TOPTOBBIX LieHTpax). [lepen ero mcmoip3oBaHuEM,
OCMOTPUTE U YOEAUTECH, UTO:

e BCE OlEpaluy, COBEpUIAeMble  MPEIbITYIIUM

KJIMEHTOM, 3aBEPIIICHBI,

e Ha KJIAaBHAType M B MECTE JUId NpUEMa KapT HET
JIOTIOJTHUTEJIBHBIX YCTPOUCTB;
® OTCYTCTBYIOT HEUCIIPABHOCTHU u WHBIE
MTOBPEXKICHUS.
Cosepiiias onepaiuu, He MPUCITYIIIMBAUTECH K COBETAM
HE3HAKOMBIX JIIOJIEN U HE MPUHUMANTE WX ITOMOIIb.

[Tpu WCITOJIb30BAaHUHT COTOBBIX TeneoHOB
(cmapThoHOB) coOMOAaNTE CAEAYIONUE TPABUIIA:
® MPU  YCTAaHOBKE  MOOWIIBHBIX  TNPHUIOKEHUN

oOpariaiiTe BHUMaHHE Ha MOJHOMOYMS, KOTOPHIC
OHM 3alpalmBaioT. byJabTe 0COOEHHO OCTOPOKHHBI,
€CIM TMPUJIOKEHUE TMPOCUT I[paBa Ha UTECHUE
aapecHor kuuru, otnpaBky CMC-coobmenuit u
WHBIX YBEAOMIIEHUH, NOCTYII K ceTu «HTepHEeT»;

® OTKJIIOYUTE B HACTpOMKax BO3MO>XHOCTh
UCIIOJIb30BAaHUSI ~ TOJIOCOBOTO  YIPABIEHUS  IPHU
3a0JIOKUPOBAaHHOM DKPaHE;

e He nepexoauTe 1o ccbuikam u3 CMC-yBenomIleHui,
Pa3TUYHBIX YaTOB U MECCEH/KEPOB, HE YOS TUBIITUCH
B HMX JIOCTOBEPHOCTH (II€pE3BAHUBANTE JIOMISIM HUX
MPUCTIABILINM);

® HE NEPEUUCISUTE JIECHEKHBIE CPEICTBA 3HAKOMBIM,
POJCTBEHHUKAMH Y OJIU3KHUM JIMIIAM Ha UX MPOCHOBI
0 TmepeBoje JeHeXHBIX cpeactB w3  CMC-
YBEJIOMJICHUM, Pa3IMYHBIX YaTOB U MECCEH]IKEPOB,
HE yOeIMBIINCH B ux JIOCTOBEPHOCTH
(mepe3BaHuBaiiTe JTFOASIM
UX TIPUCIABLINM);



[Ipu ucnonb30BaHUM MHTEPHET-CEPBHUCOB, B TO YHCIIE
JUTS TIOKYTIKK U TIPOJIaYKK TOBApOB W OKa3zaHMs yciyr (ABHUTO,
Ona u 1.11.) 3anoMHUTE PSAJ TPOCTHIX MTPABUIL:

® HCIOJIB3yHTE cpeacTBa OOIIECHHUS, MTPEOCTaBICHHbBIC
JIAHHBIMU caliTaMU,

® HE NEPEXOJUTh HA «UHIAUBHUIYAJIbLHOE» OOIECHHUE C
MMOCTOPOHHUMHU JIMIIAMU C UCIIOJIb30BAHUEM JIMUHBIX
HOMEPOB TeNe(OHOB;

e HE IepejaBaiiTe CBOU MEPCOHANIbHBIC JIaHHbIC, B TOM
yucjaa aapec MPOKUBaHMs, KOHTAKTHBIC TeIe(OHBI,
0aHKOBCKHME PEKBU3UTHI WU KOJbI IOJTBEPKICHHS
0aHKOBCKHX OIlepaIlnii;

® HCIOJIB3YHUTE TOJBKO MOPSAOK M (OPMBI OILIATHI,
MOJYYEHHS] TOBAPOB, MPEAYCMOTPEHHbIC JTaHHBIMU
WHTEPHET-CEPBUCAMU.

[Ipu ommare ToBapa u yciayr B cetu «VHTEpHET»
(0coOeHHO mMpu MPUBS3KE K PETYISAPHBIM IUIATEXaM WU
aKKayHTaM) TpeOyeTcs BCerjJa Y4YUTHIBaTh  BBICOKYIO
BEPOSAITHOCTh MEpPEX0Ja Ha NOAJCIbHBIA CAUT, CO3JaHHBIN
I KOMIPOMETAIMK  KJIMEHTCKUX  JIaHHBIX, BKJIIOYas
TJIaTeXHBIE KApPTOUYHBIC TaHHBIC.

Jims  MUHAMH3aMKM  BO3MOXHBIX  XUIICHUW MpHU
MPOBEJICHUHU OIEepalliil ¢ UCTIOJIb30BaHEM ceTh «HTepHET»
PEKOMEHTyeTCS:

e odopMUTH BHUPTYyaJIbHYIO KapTy C YCTaHOBJICHHUEM
pa3Mmepa WHIMBUIYaJILHOTO JIMMHTA,
OTPAaHUYMBAIOIIECTO OMEpali, B TOM YHCJIE C
UCIIOJIb30BaHUEM JIPYTUX OAHKOBCKHUX KapT,

e pHuMarelbHO 4uTaTh TEKCTBI CMC-cooOmienunii u
VMHBIX YBEJIOMIICHMM C KOJaMH HOATBEPKIACHHUIM,

MPOBEPSITh PEKBU3UTHI Olepanui. Eciyu peKBU3UTHI
HE COBIIAJIAlOT, TO TAKOM MapOoIb BBOAUTH HEJIb3SI.

Korna 6ank cuutaeT coBepiiaeMble OT UMEHH KIIMEHTA
omnepaluy  TOJO03PUTEIBHBIMM, OH MOXET II0 CBOEH
WHUIIMATUBE BPEMEHHO 3a0JIOKMPOBATh JIOCTYH K CEpBHUCAM
CMC-6anka u  oHiaiiH-kabuHetra. Ecimm  omeparuu
COBEPIIICHBI JepKaTesIeM KapThl, TUISt OBICTPOTO
BO30OHOBJICHHSI ~ JIOCTyna K  JICHEXKHBIM  CpEJCTBaM
JIOCTATOYHO MO3BOHUTH B KOHTAKTHBIN IIEHTp OaHKa.

B cnyuae yrepu wim cMmMeHbl HoMepa TenedoHa,
MIPUBSI3aHHOTO K 0AHKOBCKOW KapTe, HEOOXOAUMO:

® CBs3aThCA ¢ OaHKOM i oTKIfoYeHus yeiayru CMC-

YBEJIOMJICHUSI;
e 3a0JIOKHpOBaTh  CHUM-KapTy,
COTOBOMY OIIEpATOPY.

[Ipy BO3HUKHOBEHMH MAJICHINHMX IMOJO3PCHUN HACYET
MPEANTPUHUMAEMBIX MOMBITOK COBEPIICHUS MOIICHHUYECKUX
JNEUCTBUHN ClieyeT He3aMeUIMTEIHbHO YBEIOMISITH 00 ATOM
OaHkK.

CoOnroieHre TPUBEACHHBIX MEp U PEKOMEHIAlUM
MO3BOJIUT MPEAOTBPATUTH CIy4au JUCTAHIMOHHOTO XUILECHUS
JICHE)KHBIX CPEACTB.

oOpaTHBIINCh K

IIpokyparypa KapmackanuHckoro paiiona



